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(54) ELECTRONIC WATERMARK SYSTEM AND 

ELECTRONIC INFORMATION DELIVERY SYSTEM 

(57) Abstract: 

PROBLEM TO BE SOLVED: To provide an electronic 
watermark system which surely prevents unauthorized 
copy of digital data related to copyright. 

SOLUTION: The encryption processing and the electronic 
watermark burying processing of data are distributedly 
performed in first and second entities (including an 
author, a selling agent, and a user of data) 10 and 11, 
and the validity of these encryption processing and 
electronic watermark burying processing is verified in 
an independent entity (verification station) 30, thereby 
surely recognizing the wrong action at the time when the 
author, the selling agent, or the user wrongfully copies 
and delivers data. Since check is performed in the 
verification station in the stage of data delivery from 
the author to the selling agent and in the stage of that 
from the selling agent to the user, they cannot do wrong 
in league with each other, and a system safe against 
unauthorized delivery of data is realized. 
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1 - 6 cD{5itb;6^ 1 m{^m^(om^^m^ l;^^o 

1 — 6 (OfpJtb;^^ 1 mi^Q^m<7>m'T'M^^ l^:^^o 

[ff:^^10] ±ISl|2C0^>'x^7"^fi. ±iSl|l 
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Iif^JSi 2] ±f2ii2o^>-7">i'7"^f^. -hie— 

r t ^w^t-rmn-^m 3-6 c^^fprn;^^ 1 m^u 
[ISjRjS 1 4 1 ±HSIl 3 (?:»^ ^-7" >r -7" ^ ±fa— :6r 

[|f*:Sl 51 ±i2||3(Dm^/^^x^t*. 
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1 7 1 ±fS^ 4 corn ^ 7^ ^ f^. Bt-^® ^ 
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10 i:^>lo^WU, ±|E^l<30^>'7'^7^^^^e>(Z)y= — ^ 
i-6lf *JS 2 0-23 cofprtt;?>^ 1 

[ft*:« 2 5 1 ±mm 1 ^ 7^ ^ 7f>miibji:t^m 

[tt*Jg2 71 ±|2ai2(>^::ii^7"^7^-^/55Sit)iZ.tfM 

^S^^bit^ti. ±l5||3(7)^>-7^^7^^{^gBi-51ff^ 

^^tpr i:^1#fS^'r6fS3)^«2 0-2 3 (39fprtl.:«>^ 1 ^ 
[ft 2 8 1 ±IE|| 3 co^ ^ -7" ^ ^5Sj!^>i^tj.S 

[lt3RJS2 9l _hf5mi <^^>X^7^-Yf^. im^f^ 
40 J; o r ^fr ^ tb^ IEP>gS{^E^fe<2^P?8«ii- <t o x ±IE^ 3 

[ft*:^3 0l ±fB»2(7):3i:/^^7"-<(.^, ggSE^ic: 
J: o r ^fr ^ tu5 BE?^ »{^E^ >^P^«i(c J: o T ±IB» 3 

i^72<^^m^no :it^^mt't^m^m2 0^2 3<d 

50 [ 0 0 0 1 1 
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[0 0 0 2] 

Bg5cSrSl^^n/h# (J&CT> rig^g^j {-:^tA 

[0 0 0 4] ^^*co®^S;^^b^fflv^yh^/><.xi^-e^i. 
[0 0 0 5] rn^i. gli 3(c:^i-ct tie^<7>>^;^ 

t'Lxmm't^) %\z.^—^<f>^m}^7htjf(Dx% 

[000 6] ^(On^t LT. Tb. Pfitmann a 

nd M. Waidner : "Asymmetic Fingerprinting, " EUROCR 
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^:i^^^fflV^3^ci/;^-7"iN (1114) ;65ffi^^tbTV>5o 
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fcSo ^<3Of-t^0iJt LT. RS ABt-^-^E 1 G ama 1 
(a) (b) ffi^iift'^lglEiim^OO^T'n hriyw 

[0 0 0 7] (a) ^g|®Pt^0O4#'« 

(1) ^^^mtm^mtf)^^^^^ . m^m^<i^mx^^ 

10 (2) ^mm^<o^^^mt.^jkf^^f\.x\^^^(Dx^ nm^ 
(3) mhfhx^fz.mmx(Dmm^f)^m,^x^j:\^^:Lb. 

ffilSi" ^ /Si (^I^^SEi^tg ^ 31 ^ 5 o 
[000 8] ( b ) <ikmm&^(r>':fxi V =1/^ 

fTppf^fbj^f^^E (kp, M) t'u. mm<Dm^mvi 
s ^fflv^T^T9«-^l*^^^D (ks, M) t-r^t^^d: 

20 i-o 

(1) 0t^®k p;^5^x.^tifctt. Bt-^^bSfei^E (k 
p, M) (Dfi-nn^^Xh^o *fc. m-^lik s;6S^;t 
^tLfdi:*. m-^S^f^D (ks, M) (Dnn\tmS;X$> 

(2) t>L:=^—tf;55^^iik s^^Qb^^v^/^^>, fft^H 
kpir. fft-^^bSI^^E (kp, M) (D$YWmmt. 
Xo = B (kp, M) t^^oX\^^xi>. minXMi:}^ 

[0 0 0 9] ±fE (1) . (2) (D^m^imx. 
30 ^(7) (3) (o^m^^^L't^:it{cj:v)mmmmm 

(3) :^Tc5:)iim^c (¥5:) M{z,M\.m-^imiPB (k 

D (k s, E (k p, M) ) =M 

i^^^iL-r^o Bt-^k p(i<2i^BB^tT.TVN-5/c 

mi^:^^m^imiPB (kp, M) (^tt-S:S:fT5rt 
J&^T*^^^^ D (k s, E (kp, M) ) (OnU^L^X 
iiffXM«r#Sr ir^ST-i:5<?>f*. S$ffi(^m-^lik s & 

40 [0 0 10] — ±fs (1) . (2) co^f^^tciApx. 

iJcco (4) <^*ft;^5^i:1-6ri:(c:J: t)S^I^E^fi^ta 

(4) ^roiim:^: (¥5:) M(c:»Lffl-^»f^D (k 

s, M) ^^mmx^. 

E(kp, D(ks,M)) =M 

ti^m^Lir^o ost), ^i^^-m¥D (ks, M) (Di^m^ 

«9> mcoA:^^^(Dm^(Dm^mk s' ^fflV^rO (k 
s' , M) (^ti-»Srm\ S5S?c^m^«lk s Sr^^oTV^ 
50 €>*A(-/^t)i-4Lfc^ LTt. 
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E(kp, D(ks',M) i(=M 

^:iti:mmx^^^o -^ti. D (ks, M) (omt^^^ 

E (k p, D (k s , M) ' ) 

[001 1 1 ±ai(7)i: 5 ^j:^j^mm^^:^^xi^. ^jkmcD 
[0 0 12] Ji^Tt-. <i^mm^^:fD^\^^^m\mAt^ 

^ksA. <2^F^®^k p Ai: §:fI#B(08J^«t^k 
s B. liirBait^k pBti-5o 

[0 0 13] m^m\tymmmAf)^h^m^B-^mm:^ 

Stepl : m\t^A\^^ mt^B(D<^mmk P B-Cilft^C 
C = E (k p B, M) 

Step 2 : Sm#Bti. S^(^SJ«®k s BT'Bf^iCCSr 
M=D (k s B, C) 

/c?*5, g:m*B(D^PI«ik p Bfi^#^^^{C^P?l^4x 

TV>-5ot?. j||ft*A(cRB?.T^r<^>A;?i5S:ft#B(c:®5 

[0 0 14] imm.mmymm^Af)^h^m^B-^mmx 
stepl xmm^A\^. i$><^85««ik s A-ciUftirs^r 

S = D (k s A, M) 

Step2 :g:m#Bfi. il^ft^ACO^F^Ii k p AT^^^ii^C 
M=E (k p A, S) 

h fi. ffim:$:M;^5a:^^(^illft# A ibi^ f:>nT # /c ^ 
^l^^iiE-r^o iJ^ft#AO^r?a^k p A}i:^#^#Sci;i<^ 
^SnXU^St^TN gfH#B(cPgibi*^T<^)A;55i|^m# 

Ao:>m^%s^mux%^o rcoJ:5>fclgiiESr r7=^><t> 
[0 0 15] m^Hmmmmvi&m^A^^h^mmB-^ 
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Stepl : ilim^Afl. S^i-^T^IB^g® k s AT-iim^CM^ 
S=D (k s A, M) 

^^{C. j^m#Af^. Sft^B(7)<2^BiSik p BT-W^S: 
C = E (k p B, S) 

Step2 : ^ft^Bfi. g k s B T*Bt-^:S:C €r 
10 S =D (k s B, C) 

§:m#Bfi. mm^A(D^AmmkpAx*m^:sc 

M=E (k p A, S) 

?>tf. iim5:M;5S?»;6>fc:aim#A;d^e>i||^,ttT#yhr ir 
[0 0 16] ^^#S5^iimo#Steprtf;i*3tt5 

20 Step 1 :C = E (kpB, D (ksA, M) ) 
Step 2 : M=E (k p A, D (k s B, C) ) 

Stepl :C = D (ksA, E (kpB, M) ) 
Step 2 : M=D (k s B, E (k p A, C) ) 

[0017] J: 0 f^<i^mm^^:)j^^m 

fflLfc«e*Offi;T-3t^0^L.*fflV^SS^>^^i^ (±151111 

4) \^-^n^m\¥(Dmm^^^o 

1) ^-Ts ^-y<t^—^mxm\^T^-^ %(D^w\^m 
30 -r^mmmd 2^M^^t>'to 

[0 0 18] 2) m^. Tfi. g^^^Tj^-rsLfci D 

:i<D-':b\^^mmt\^. m^Y = i (x) {;i*5i/^T. x 
3) ^-lff*. liJ^^d 2ir-:&r^ttMSgcf 

LT. e^i-coS^^gik s U^fflV^T^^fet*«d 3Sr^fiK 
[0 0 19] 4) »C{r. ^—^<\^. ^—^(D<ikmmk p 

5) 1^-/<^^aEg^^^ 3^4*T*<7)^is*fs^d 4 ^ 

®-?-iS;^=*U^tiii^7='-^ (g + d4 + lD) ^r^fiSci" 

(g + d 4 + 1 D) ^m^o 

[0 0 2 0] r co^. ^lE^ \f—h^m^^f\^fz.m^\'^. 
50 •^<7)^IEiiifftx-i$':d=^?>SJ^i^^t9$R^i*WL. 




IE =^ \i''—:d*^D-—y<\z. X o xmWrX^Sd.^ ^ tt^Tc t <^T-/^ v ^ 
H^'fn^\:Xy)'^mXh^. l5S^LTV^/^V^:^.-if^<7)P 10 

[0 0 2 11 ^:lx\ iE^i,^m^\^ti^—^\^i>m<on 

U^t't^^'^^^^t^^^^v'^^T^-A (mi 5) THffi, 

^5S^^L(^oV^T" , SCIS97-31CJ (^XiSt iSlT. XlSk 
[2] irIEt-) {-^l*$^^TV^^o mfi. 1^-/<^D^^iJ 
^ w<ct;i^fiJ-t-6 r ^ {c: J: o r 

[0 0 2 2] 1) ST. ^—'^tfmm^'^-^<i:i.mm<D 

[0 0 2 3] 3) mit>j^^^—yM^. mhnx^t:if^^ 30 

itmmr^-^B' (u + de) t^wmi.. ^ 

{^#Pt^<t;KflK7^-^ (g' +d7) Srf^^-r-So -to 
"f-^ (g' +d7) ^::^-^\z.m^o 

+ d7) ^m.^mfi^u^^m^'f—^ (g + d?) --i: 

IS^-r^o 40 

[0 0 2 4] z.(Dm. ^^^^^^-fimn.^i^tim^\'^s 
MLxh. ^i)—y<^^^-^(omm^mmd 7i:mmx 
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[0 0 2 5] ^(^0 1 5 (7)iy>'.7"^r* 

tebfc^-g^fcif^. ±a!(^I21i 4(Di/;^xAi:l^1^lc:i^- 
^t^\.t:Lm'^\z.\%WM^(Dyf^A^^)^'^^Xh^o 

[00 2 6] mm^^-^<\ii^^mm f ' «r^- 

[0 0 2 7] rcoi/;^7^iNT*(i. WM^'^—^^ 

m,^-y<x:h^(Dx. m^sbj^^^mn^mm-rfx^vi. mm 

[0 0 2 8] ^^(^1. l.ji^CDX.Ok^V^m'i^—^t^— 
y<tf)^h^^^i^y^V'J-^^^'^'^^^i:t^h^m^f\^X\^^f:i 

fz,o ^m^^i:'^:^y^^(r>mt\^X\'X. mi Q\^^'t^O 
[0 0 2 91 ri^e><^)|^gg6«J>fei/>^7^A{c:*5U^T^*> W 

[0 0 3 0] 

[%ig:d5fl?«fc:LJ:5i:i-6^Jgl *^Wf*r cc>i: 5 ^^S^ 
* (iiESjl: T # ^ m^m^ L:^^io J: t^m^W^K^ 
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[003 1] 

^® * fcli^ ^ 7^ ^ T-l^SE-r 5 r i: ^#SSc t i-^o 

[0 0 3 2] t5^i|x.tf. ±f2«mo^^*:rciJi^>^X^T- 
^tr^^S^^L. ±IS^i (^)^V7"^7^^;0^e?(7)^^— 
[0 0 3 3] *;^c. ±fe«^<^^©*^fi^>'7"H'T-^ 

^WS*5J:T^ifl{^-rsll20ac>"7^^'r^ ±t2m^ 
no^m^^L^. m-^S;5^Lf^ty^'-^^^fJffli-5^3 
[0 0 3 4] ±fB«^c7)^g:*fcfi:^>'7"^7"^ 

j:i/gafi-t-^^2t^^>^7^^7"^ir. m2(Dm^mm^ 

[0 0 3 5] ^Ib^C. ±fa1gm<^#S*fcJ*:3ii/-7"^7" 

^1 <7)B|p-^*!LilSrfT5^a:*3J:D«ll2i^)B&-^^SSr 
7^ ^ e> (7)7=- ^ ^ if J: U«Bafi--r 5 m 2 69:^ >'-r 
^2<^Bf-§*«i3®SrfTP^©Sr^L. m-T-S;i>L##7^- 

[0 0 3 6] ±|2<Ol?|fig(c:*5V^T. ±fE^^^X^7^^ 
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[0 0 3 7] ±IGm2<7)^>7^^7^^fi. ±IS^ 

LTfc^V\ t-tz, ±Mm2(D=^l^'r^'T^\t. ±fB» 

[0 0 3 8] ^fc, ±f£M3(D^>'7"w'7"^fi. ±BS|| 
T^^fi. ±IB-::&fRH4rai^(c:J:^J'^tfeb;^de^-hlS^4 

mm3<D::r,lyy^^y^^\t^ fc C P&-^fti ^ttiTc 

[0 0 3 91 *fci. Ji|5l|4(7)^Vx^-7^^ti. -biEig 

e>ffi;^ ^ U;^5JS^?)i2^^ttfc7='- 
[0 0 4 0] *^WomT-tf^ffi^v;^7"Ati. 

^^ooni:/7^^7^^;6^^/^5-^:y M7— ^/y^7^^_hX- 
Wi-'5I|1^7)^>'X^'7"^ ®^ig;5>^UM*!>i^^^a 
>5'S:«^a*3<tD5iEf^i-5ll2(7);c>'7"^7^^ ir^ Il2(?5 
ffl-f 5®3(7)3i^/y-^y-^ i:^ ±12^1— ^30^>-x 
3g(7)/>/^< t t>-:&OIE^t4^<^liEi-S®4(7)3iVT--< 
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[0 0 4 11 :^mm(om(ommx*i^. «^co^>'x^x 
[0 0 4 2] :^%m<o^<D{'iL<Dmmx\%^ m^(D=^>r' 

7^^<t. il|S||l~||3(^^^^'7"^-r^-etT:bHfcBt-§- 

iESttS::^IE-r §^ 4 i^-T" ^ ^ ir ^^-r S ^ ir Sr 

[0 0 4 3] *^P^(7)-^(7>ft!l<7)^it'eti. ^fC(Z)^VX 
[0 0 4 4] r.rT% ±lEl^iiE^fT5ll4 (50::^ VX^T^ 
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Si6iAtP®^S)i=^Utffifi. ±mm3(D^>y'^y^^(D 

^<2^P^® tc: J: o r ±BEll 3 ^ -7^ ^ ^<tiiE 

i>Si\^\ ±f5ll2<7:)^>"7">rx^f^. S^IE^tciJ: 

0 T«?T $ tv5 EEP^^Sf^E^ J: o T ±12^ 3 <D 

[0 0 4 5] 

\::m^mi(omm^m^. mi^m^mi^xmrn-t^o * 

>^^v^;^"rAi oo{wj:f9j|iteStT., r<7)v^>^T-A i o o 

[0 0 4 6] -r/^t>"^. 1 0 Ofi, mi 

y^^T^m(D^^mm (j^t. mi^Mmmtm-r) i 

20 0. m2(D^^^y'^y^^m\(D^^mm (&>T. ^2$S* 

3SK<tie-f) 2 oiBj:r/^SEmy(^«g*a^g (i^T. It 
EE^ffi*3^ g t lEi") 3 0 ^^ts^m<0:^ ^T^T^ 

[0 0 4 7] ^1 Jffi*g® 1 O fi. ^ 2ffi*^g 2 O 

h(oy='—^^mi^^f\^^m^m%^^^mui 1 1. Mx.fi 

im^^it^m^i s m2m^mm2 0f>^h(Dy='— 
Kk^^^it^mu 1 3 fejzu^ 1 ^m^^mu i 4 (D^mti 

2 iffiTfcigg 2 o iJijIlft ^ ixS J: p (^^^ $ tbTV^ So 

[0 0 4 8] *fc. ®2$S*^®2 0fi. miC*^B 

1 o (?:)5^*^5i^«Lagi5 1 w-nvxy^-^^mmir^m 
m^^^^U2 1 i:. ^^^^^5!La$P2 2t. m^^^ 

«iagp 2 2 *5 J: USUI B 10<D1 ^fi^^it^mn 

1 3;^^?>(7)^^-^;^5^fg$tT.6mT-jg/?)^LSi^)5Zi<^^a 
40 gi5 2 3 ^ . m^-iS^^ bSJ^iA^^aifP 2 3 (Drntl^m^:^ 

^ixS 2 »:0t^>fl::^a^ 2 4 <t . Hi ffi*»B 1 0 1 

»:«-^*2LaSl5 1 4;2i^ib(^T='-:^^5^^&^?tl/5 2?*:m^«L 
aa52 5 t^{iixT:J^«9. 2 2 5 

^xTl^^So 21SfcBt-^fb*Q;a«a5 2 4 60ttl;^fi. ^1 

1 o CO 1 ^^m^^aas 1 4 *5 J:D«1^liiE^ffl*^ 
S3 0(c:^>^«?;&$ns J: -pf^i/cf ^ti.rv>5o 

[0 0 4 9] *fc. <tSE^iffi*^E3 Ofi. H2Sg*igg 
m2 0(D2^m^'it^M^2 4f)^tbCOy'^—^^^^f^^i^ 

50 6 2 ^^cm^AOfaSas 3 1 . 2 likm-^^m^ s i <30Ui;'j^5 




15 



m^S:^^ i^mm^m^ 3 2(oitiM^^mi ^^mm i o t 

% 2 2 oil (cgtjfs&^tL5 J: 0 ^ttr 

(7) 1 JSkm-^AQiSSP 1 4 <c J: 9 (w/^^ttrv^ 

[00 50] _tfE<^) J: 5 (;i1»^£$tt7^c*:*jSS?i^ligom^^ 

flcoo*a^(^, ||lom3ZiAn.a^fTo/c^{;i^2coffi5Z^^ 
[0 0 5 1 1 TIS^?:>l^0>q{-*5V^T. H 1 (7)ffi5Zi^STti 

||2c^^V7"^^^fi^-1f^S*-r5o Lfc;5i5o 
1 <^>» 1 «*3gH 1 o i: ^ 2 2 0 {ciix. ?>ttfc 

[0 0 5 21 1 (om^h^m^ J: r/^ 2 ojsjZ^^s 
^5Aa5tW^T*fc'9. 2^»t-§-ic:Mi~5t*^ti^2coaiv 

T. Bt^Yk^ TE i 0 J . '^^^ ro i 0 J r*ig:b 
[0 0 5 31 ©^T^-^ ilBcoJ: 5{:i=lSfiS;b:^cv'><.7"A 1 

[00 541 \M)^yh7f.Vm\ 

1) ®2iffi*^®2 0{:::^BV^T. ®20^>^x^ 

■r^;05S*^{^ttT^liS*3Sgi 0 1 c^^icv-t^^ 

l^*^^^^Sg|5 2 i(^J:t)^^$n:?h*^tt«r*fe 

[0 0 5 51 2) *(^. ^l^ffi*^gl 0^^*5^/^Tml 

co^v7^><y^H'fi. nmmmwm.u\ l?^fflu^T§:^f l 

LT. ST-ig:d^bs^iiZb^*OiSispi 21^. ^MWh-mm 
\ i-c{m$n/h*ijffl#w^u^^^$ttfc@ifi^ 
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mT-^;^^LSiA^SgPl 2T-*lJffl^tW^U;^5S4^>iAStt 

yciij^T^'-^J' (G + u) t;l^LTl^^cBt^^t:^£t^E 1 0 
«rm\ #ibixy5i7'-^Sr^2K*l3gM2 0(;iill5o J: 

oT. ii2 5s*y?SE2 o(cfi. \m'^%\\mm.f—^'E 

1 (G + u) (?:)tf^;!)5i||^tT.^r ^(^ll/^'So 
[0 0 5 61 3) m^. ®2iffl*igB2 Ot;i*5VNT. 1- 
^^S^*0;ffiS*2 2fi. ||2(7):^Vx^X^OigS^«t?rffl 

^^^$15 2 3f*. m^^^i^m^2 2-r^fiK$n/cl-^ 
10 t»^s^. ^iffi*3SBi o;e)^bill6>ttrtyh (ifi^^ 
tufc) 1 ^sfeBt-^<t;iif«7=-^ E 1 (G+u) xcm}^^^ 

^^SgP 2 3 T-^^.f»« S 1 ^^blU 

i^y' — ^El (G + U) +S^2^^Bf-^>fl::LTl^liE^iffl 
*^B3 Oi^lill^o J:oT. =BlliE^ffli7l^agM3 OJCf^, 
2^$kBt-^{bilIf^7='-:5^E 2 (El (G+U) +S) COlf 

[0 0 5 71 :::<Dt^. 2ifk^^^it^m^2 41^. ^KE 

^ig*3g« 3 o --^(Dmmr- ^ ( 2 ^s^cBt^^^::^i^«l7=^- ^ 

20 E2 (El (G + U) +S) ) \Z.%'^^/^yiyz2.\m\2 

5g*a^?g3 oi;iiii5o **5, mm^mmLtn.. n.^mt^\^ 

[0 0 5 81 /N^/Vcrfjtirt^, — 

30 1, x2|;i*fLTh (xl) =h (x2) h^H^^h^ 

^:^^?(^l^>;/ h>?»J(;i^«^i-SB8»h()T% h (xl) = 
h (x2) ^^fzrtm^i, X 2^^B{;l^a■^^c^^/^t> 
(7)T*fc5o rcO^^. fiESccO^iiy ;e>^by = h (x) 

LTf^. MD (Message Digest) 5-^SHA (Secure H 
40 ash Algorithm ) fetlTV^^o 

[0 0 5 91 4) mmmm^mm3ox-\t.. ®2 

iffi*3^B 2 0t^hmhfhX^t:,^^iyiy=Lmn2a:> 

gcf^r irir^a&gb. '?:<Z)aiSf^{-2 0cm^*ILSgp3 
Ifi. ^2ffl*$gB2 0;6>?>(^2^fkPt#^blifffl^7='-^$^E 
2 (El (G+U) +S) ^m-§-b. -^r^O^^^^^^tf^ 
S^fl^mi-^o -tLT. 3 2 

50 B3 0fi. m2^^mm2 of>^hmi9^tLti2^9s^-it 



m 
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m^T^-^E2 (El (GH-U) +S) (Dmnty^yiy 

(om^ t i:m 1 «s*3sg 1 0 icm^o 
[0 0 6 01 5) mits^mmi o^c^ov^T. m 

PlfifeT^— ^?'E2 (El (G + U) +S) t^^iy->^i&H 
g|S14fi. ±.U2m^^-i\:M^'f—^'E2 (El (GH- 

u) +s) (Oll^K^^'^t^u^^\^x'E2 (g+u) +d 

1 (E2 (S) ) <Z)if#Sr^fi)cU ^tbSr^2ffi*^g 

2 0 tClill^^ 

[0 0 6 11 6) m^. ^2^^mm:2o\:L-^\^^x. 2 

^5fca^*iiaSP2 5^i. »liffi*3Sgl 0;^>fei||ibtvT^ 
;^cE2 (G-I-U) +D1 (E2 (S) ) (^W^e^) 2 ^jfeBf 

-fo J:oT. m^a^^Ll^#ilj^y= — ^Gwfi. Gw = 
G + U-fDl (S) t^t>^tl^o -nii. ht<Dm^ 

rzm2(Dzr.:y^^y^^(Dm^mmst :^m^^ btt« t u 

[0 0 6 2] fcb. ||l<?5:x:>"7-^7^^^fcti||2(D^ 
^cort;^s»liffi*^^l O i:||2iffi*^ 

c^rn >-7^ ^ X ^3 J:r/|| 2 ^^T^ ^ if . 
ftj ft ^> ^ ft J < ^ ]E ^ 6 ic * ^ 5 V \ 

[0 0 6 3] -r/^t:>t>. ±m(om^m:^^i^m^j^^mm 
^mn-rHit, m i offii^«!f3a(c:*5v 2 c^^i 

*3j:tJ?^r^&1f^^-?:tL-?:*tuUl, s i t^t^ t . iXmfS 

i^m^m^m^^u^^m^y^—^Gwn. gw=g+u 

1 +D 1 (SI) ir^^^o 

[0 0 6 4] l|2(^)«|ji2^*^i3®{c:joV^T. ftSJgt^ 

irfS) . :i<Dt^m2<D=r^:^y'^'r^ t:^^^^—1f 
m^ig;ei^U^^iij^7=-i5'Gww-G + Ul+Dl 
(SI) +U2H-D3 (S2) ^m^^ t:d^X^ ti 

fdL. m2<Dm^^m{:::^i^'y^mm^\^m^xx^^^m 

m^tti'etiv 2 . s 2 i: itai0;55tT 9 Pt-^^b^ E 
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[0 0 6 5] ^^lE^^^"- (^lEilj^) r^^^^tltim^ 

It. KiT(DX^:^j:mm^^mmmmx^jE^i:mM{^^^ 
mi(D^M^mt. ig2(7)^iA^s(^^^r^-r'5ftaj£t 

9o ^cr)Bi#(*. *-r^l(7>^iE^S«rm\ 3Sfcl;i«2 

[0 0 6 6] fc/cU. mi<^<^liE^iLllt-*5^^rTIE(7)f!j 

nom^it:t^XXfmWnB3 0 , D3 0 Xh^o * 
fc. ||2(D^ti^E^5Q^S{-*5V^TTfB(50ffJffi#^S#46J:r/^ 
^tf#f:iU2, s 2X^^-50 ^J^^. :L:ix\t±i^(r)XM 

[1] . [2] tmm{^mii^r-^\'±m:^>u^n(r>^m^^ 

[0 0 6 7] [itlE^S] 

1) t.-rm 1 cDmm^mx\ mi^^msi o\c:is\^^x 

^l(7)^>-r^7^-rt*. ^M^bfc^iEBfl^Gw' =G + 

u' +D1 (s' ) f)^tbmm^mnu' srttHju. 

20 {^±IS^IE®^Gw* ^l^^^Bt-^fbbTl-^tt^S' ^ 
[0 0 6 8] 2) mlO^^i^E^0^S^-*3V^TiELV^^:^tt 

*Oja--^i:ifttfo B2(7)1^sEM^s^-*3v^T^>(5Ht<?5^s^ 

||2 0^>'^^7"^(;ib;^^'f^^T*^"r^ ||i(7):^^-7"^ 
30 iELV^^^tf«;^^SttW$^^>^^V^^i'g^ (S* 9fcSC0 

[0 0 6 9] r(?^^i(7)3IJfe?l^«i(;iJ:5®^a^^L;^^ 

V^^(DX. ^l(D=r.l^y^^y^y(iitl\t.^2<D:3^'y'r>('r 
40 tTb^X^^o 

[0 0 70] :i<o:^^x^tmi(omjhmmi^xxf 
[0 0 7 1] [^2 (Dmmmm'} t j^tf 

50 a«<^^^i:R^(::@^*#^^*Hu:^5|E$n?fe 
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[0 0 7 2] -t^lT'. :^<Dm2<DmmWmX\^. «AB# 

m?LVSi. ig2(;i7j^i-J: 5?^^i^:^'7"^2 o otcj: 

{d^ofrt^v^^^i^ 10 0 ,t f^«|(7)1S^ ^ LTV^^;^|5, m 
2iffi*3gg2 0(^ti. sg|tE^4 O;e)^^(^E^<i^BSIiIiE0^ 

[0 0 7 3] ii^. g:^t*«*<t^-r^^B8®l:^J*. ^ 

ir^'f-^ \z,^um(om^mxm^ ^m-r i: J: o x 

/^l^>mE^^il#LTV^^|a^iS^ LT. VeriSign^CyberT 
rust i: V ^ 5 ^Hi^i^ J: < e> ixr V ^ -5 o 

mt^m^thX^^^^o J:oTrc^:^'g^. -T^-^OWANpi- 

*5 1 1 S ^ — if pg ^ 14 * ^ $ n T V ^ V > r t { c ^ o 
lJ;;Sr^.|E^4 0;5585^(c:^j^'t-:}xjj^ yAmm(ommm\^ 

m2<Dm2<mM^(Di) (Dmm\^-^^^x^ mm^^nt- 

X - <^f» A (c: S ^ (d-r ^ r i: T' ^ ^ o 

[0 0 7 6] j:oT. ixmjSia-i.mm^^^m't^i^m 
tLxmmwn^m^<^mm:^m^n^r^. ^jE::'^*'- 



(11) 4$^^l 1 -2 1 2 4 6 1 

20 

t/)^(t>. ±.7^Lrzmi(Dmmmmxm-<tim2(omi2^^ 
'm^(Di) , 2) (D^rnt. m2(o^m^m'p(Di) (d 

[0 0 7 7] &LT> ±fBlll 2 (Di^^^'rMs 2 00 (C*3(tS 

10 [0 0 7 8] m^^h^^m 

1) m2M8*»E2 o{;i43v>T. mm^^^mu 

2 1 ^.iiE^4 ox^rx^fitz.mmm{^^m.^<^wim: 

1 1 (i. m2<D^>''r-fy'^co^J^mM^^Mm4 0(D''A 

mmi^x^xtk^-r^tt'hic. mmmm(om^^^2 

iZ^Axfcm. 1 -^-^L^^gP 1 3 {:i J: ^9 1 Kk^^^t^m 
El()^m\ #^nfcy=-i5^^m2^ffi*i£®2 OtCli^ 

6o j:oT. m2t^^mm:2o\z.n. i^zm-^itrnm^r 

— ^El (G + U) COtt^;^5i^^>H^o i^T(03) — 

6) c7)^iisti^ 1 (Dmmmmxm^f-^mtmm^j:<D 
30 [0 0 7 9] mm^mi 

1) m2 0<^mE^SX^liffi^^Bl Ofi. ^^L.ti^ 

m2(D:^:yT^y'-^^^m<o ::^xmm^mm^mm 

-<t::.^mtmmxh^o 
40 [0 0 8 0] a±aiii-<fc J: 5 II 2 (DMmmmA^^th 
i^^jur-"$^(omA^\^is\^^xmmm 

[0 0 8 1] 3 (Dmrn^m] m s (ommmmxi^. 

p>iv;?^'7'^3 0 0{rj:i9llj^^tu. r(?>v-^x^3 0 

50 Of*. :^^mi:im^m^mnm^t^:^y'^^mm\^tii> 
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I 0 0 8 2 1 ms (DmMMWA^'^^^ UT^J^J^ 3 0 0 fi. 

^^^fi. |>!7-^^^bT5:V^(C:'7=V V^^^^/^T^^- 

[00 8 3] 5 0 m7L\smm.'f—'^ 

43 9 . 1 »:Pir^{k«LSia5 5 1 <Dmt)fmxmmm^mm: e 

7 o *3 J: TJ«^mE^iffi*Ke 3 o iim ^ 6 J: 5 $ 

[0 0 8 5] ^-if iffi^^g 7 0 fi. i-tS/EiffiTfe^M 6 

±fig^3®§|5 7 1 ^^*^^ag|5 7 2 i:. l-r^^fiSc^ 

^*!tPia5 6 2;^i^bC07='-i5';^S^^&$;h.5®^S;?>^LSJ?) 
i^^^^LSSP 7 3 i: . Laii?>iZ^^*!iSg|5 7 3 30 

2iim^^mu7 ^t^m^x:!^^. 2^m^^m^7 

J: 5^-^^$i^TV^-5o 2^5feRt-^>fL;^SSP 7 4 coHJ 

[0 0 8 6] ^liE^iiS^^E 3 0 . f-tS^iiS*^® 6 
M7 0(Z)2?$feBt-^{b*Q;^^H5 7 4(Ottl;^;iiS^*&$tb6 2iS)c 

-f)^ l.m%^mM 3 2 (7>/±l;^j/^5l^-^'<iS*3S® 5 0 CO 1 IJ: 
[0 0 8 7] ^xr\z.^ ±M<D^'?\z.mj&\.tiiy:^'rJ>^3 
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^Mm^ii^xwim^rfo^^. sxT\ci6\^^xmi^^^'^- 
y<tm^m^ivi^. mi e<Di^y^y'Ms\:iM-r^mmtf£ 

[008 8] [S*!>i^^A!ia] 

1) ^-r. ^-^t^^mm7 o{c^\^^x. 
^Hi^^xixmmf^^mm e 0 \:imm(Dmmr-^ 

^^*\.r^mn i^-^<om^mm xh^. &.rxi^^ 
ti^mm^mt^^o ixmfsx\t. mmmtmrn^e 1 

1 »:0t^{i:^sgiS5 1 mmr^—i^G{z.Mi^x 

(G) ^ixmfSiis^mm6o{:im^o 

[0 0 8 9] 2) ^{^. ixmm^^mm6o\z^\^^x. 

mmmt^^^m^ e 1 . jss^sb 7 0 <]: j9 sft l 

^tLfci»:Bg^-^fh:Wt^^-^E 1 (G) \-mi^j2<^. ^ 

-^i&^mm7 o\z.m^o x^x. ^-if$s*^H7o 

(G) +v<Dmm^^^hn^:^t\z.fj:^^ 

[0 0 9 0] zL<Dt^. {xmfst^^mme ocDMi^^S:^^ 

mmxhy). ^mmif^^mms 0 t^^Lx\^^^{ik(Dm 
^■:^A\z.x^xm^iti.xmibn^i>(oxh^o 

[0 0 9 11 3) riffiptc^H7 0(C*5V>T. 

m^^^^mu7 2n. j^i}^(Dmmm^m\^^xm^mn 
ssr^^-r^o ^LT. m'f'mf)^i.mi^72,^^mn7 3 
m^^^f^mi\^7 2x^^^thf:im^mms^. ix 
mmm^mme o:^^ibm^nx^ti (m^^nM i»i 

m-^itmiSi'T—^E 1 (G) +u\::m^]2^ts^o 2 

i$kBt^'fi::«ia§p 7 4 fi, i^miibT^^mmu 7 3 

T-^^t«^S;6SilJ^i2.*tb:rc 1 ^^^immy"-^ E 1 
(G) +U+SSr2;skfft-^ft:LT«lliE^ffi7NgM3 0{;i 

cfcoT. ^BE^iffi^^gS 0{-ti. 2^5)cBf-^<bB 
— i5^E2 (El (G) +U + S) COif^^^i^i^ e>tT.5 

[0 0 9 2] ^—rdg7K33^M7 0(Z)2^*feBt^ 

{kSfisa 7 4 . 1tliE^«*Sg 3 0 ^(ominy"^—^ 

{2^m^itmilky'-^E2 (El (G) +U4-S) ) 
(;i^i-6/^5/'^/^fa:H2SritfiK*5j:D?l-i&L. m^^-S;^^ 



(13) 
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[0 0 9 3] 4) ^(d. l^ffiE^C^a^^S 3 0 T*fi. 
E2 (El (G) +U+S) Srm^L. r:;d^ibf«Jffl# 

E2 (El (G) -l-UH-S) ty^:yiy^iW.H2 t^(0^ 
[0 0 9 4] 5) 5 0 ^c::^V^r. 

E2 (El (G) +U+S) ty^^y->:=LmH2 t^<Dm 

^ t ^mm-r^o t(Dm%^M\z i ^m^^mmu 5 2 20 

±IS2iSfc0t-^ftpJ^'7='— ^E 2 (El (G) H-U4-S) 
C0 1^J:Bf-§*fb*^-^LrE2 (G) +D1 (E2 (U + 

s) ) <Dmm^±^\^s ■^ti.sr^-ifffi^age? oicin 

So 

[0 0 9 51 6) ^3.— i^♦j^s*igg7 o^c::l3^^r. 

T#fiE2 (G) +D1 (E 2 (U+S) ) <D^^(D2 

9ttJi-„ ioT. fl;^ig;e»^U+tiii<ftx-^Gwtt. g 
w = G + Di (U+S) i:^*?$ns„ rtvfi. tiro? 30 

I0 0 9 6J feb. *f^l^fc«3.— t»'«Oif*>e>;i>K)Jp 
El' J;oTJtfE4) (?5iaaj-*3V>TiELV^S:i^um«^5 

-^^sg5i5$?« sot ixmm^^mm eot ^-if ss^i? 

it*^5''<C<'\ ^Eaf- (?FiElIi^) Gw' ;iis^ 40 

. [2] tmm\^. m{ni'r-'$'\-m*^i^inwL<omp,iii: 
[0 0 9 71 [^liEsaa] 

2) lEL^'^mm^^mimm^ixtim'^n. ±m so 



3) err-. jELV^5«m«^5ttW^Hy5:»-§-t*. ^- 

•5 r i: {iT-§^ ^iV -So 

4) ]ELV^Sife1f«;4Sttffl^ix/iV^m^tt*{>^# 

[0 0 9 8] C©^3^0||^£ff^SI-J:5«^^)S^^L:fy^ 

igg 6 0 1 ^—ifmm^m 7 0 1 (DE-^x-m \ m^-^ 

IE^4S*$g^3 0;!)SfToTl/^5OT% S^f^^, f^S/E* 

[0 0 9 91 m4(Dmmmm'} ^4<DmmBm\^:^^^ 
xhm3(^*mjf^mtmmi!^. mi e-^tn-imi 7tc7f: 

i^i$'juy'-^^m-r^m^—^L-x^:k.^o &.t. *^ 

f*. M;t»^, H 4 {:i^-r<t 5 fit^:^y'J>~ 4 O 0 |;i J: "9 ^ 

BB* 7" A * jgffl L;fc T? t fc S o 
[0 1 0 01 m4 05mS?l^^{;i^5~>'><.x-^4 0 Of*. 

1^-^<^s*«e 5 o . ftaisc^^ee o. ^-ifffij^ 

^IB7 0*3j;Ut;^iE^Sffi5K^B3 O Sr^tf^^ro^i^x 

[0 1 0 1 1 ^^-/^ffi5^^^tt 5 0 tt, 0iJ;tJiH^7='— 

*3 "9 . 1 »:m-^imm^ 5 1 ro|±J;^)dSftffi/£4g*3^B 6 
0(ri||ft$it5i:i:'bJ-> l^m^^MUd 2ff^mt)]ii 

3. — tf 4S5|5|Stt 7 O ft $ 5 i 5 t- ife ^ 4XT V ^ S o 

[01021 ftmfSiQmmm e 0 ^— tJ-'jg^asE 7 

0 3!)»e.W7'-i5';5S«^Six5S5*?)5t®:«£!ia?fP6 1 IS 
*«JStlgA0!aifi5 6 1 ^XtF-t—y<fQMmm 5 0 CO 1 JJcBt-^ 
{lipases l(^tb;':);i5^^^$tvSm^^ilA^Uffl»ii^fe!; 
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[0103] ^-if ffi^y^e 7 0 itmfSii^Mmm e 
mm 6 o (om^mTf)^ i.mi^j2<^^m% e 2 otb;^;^^^?^ 

^iX'S 2 i^^Bi^^fb^sas 7 4 . 1^— ^<5S5^3ge 5 O (7) 
1 ^m^^SSlS 5 2 b - ^ ^th^2 d^m^- 

[0 10 4] mmm^^mms of^, f-^aij£«*igB6 
m.7 0 2 ^jcBf-^^fb^nas 7 4CDm;'a;^5tt^^tv^ 2^ 

*igg6 OcDm^S;^:^L^i^iZ^^*0ia§P6 3(7)tti;^;55^ 

1 ^m^^nn 5 2 ^H€> J: 5 (-^'^ ^ ttTV^So 
[0 10 5] J[^T(-> ±IE<^i: 5{c:1SR6:Lfcv';^7^A4 

0 0<Z)t!if^^IftP.^-r'5o r<^ia4ic:7j^$tb^>^n 
^3/H;I:^3V^r. ^^^®J«li#coi^SfeBt-§*(^M-rstf 

Xi,m^^ffoi:^(Dm^'mu^ti^. i:v^5^4K^^^ 

[0106] 

1) ^-1^*c*3^^e7 o(r*3v^T. 

-t^o ii*^^^A[LaS|5 7 1 (;iJ:«9^ 

if^) {-S5}<-r^o rtt^§:frtT1^-/<iffi*$gg5 0(c 

1 ^m^it^^ME 1 0 Sr*TV>. mhtitcy'-i^ E 1 
(G) S:f-tS;£dffi*i?K6 0{c:aiSo 

[0 10 7] 2) ftSJEC^iSe 6 0(^*51 

l^*^J??6lg^M;Sg|S 6 1 IX. :=^—^i^^mm 7 OX^ L 
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btbycl»:0t^{biiI^7=^-^E 1 (G) (Ci^^^!>i^;^, ^ 
--lfffi*3S®7 OlClill^o ctoT. ^— !fiffi*S^g7 0 

(G) -\-v(Dmm*^^hti^:iti^^j:^o 

[0 10 8] 3) :=^-1^'^s*3gB7 odiov^T. 

2 »:B»-^fb*!3;SSP 7 4 fi. f-ta0iS*^K 6 0 J: 19 

nrz.l^fi^^-it\mm^^-^ E 1 (o +u^2)^:Ht-^fi: 

L. %hKfzM^'f—dfE2 (El (G) +U) COtt# 
SSr^t^L. 2^Bf-^fk:B^'7='-:^E 2 (El (G) + 

u) h^\^\\mjBn.^^m^o\^m^o ^tz. 2^pt^ 

3 OtdillSo 

[0 10 9] 4) {-^SJEi^TkSIBe 0{::*5VNT. 

;6^e)ill?>nT#yc2^5^fft^fbWt7='-^5'E 2 (El 

(G) +u) \z.n\^xmc<:=^-i)'^^mm7 o:^^hm 

{;iil^^o XoX. ^EE^ig*3^E3 0(cf^. 

t<^2i3cBff-i-Yl:Wfi^'7='— iJ'E 2 (El (G) +U) +S 

[Olio] f-tSJEiffi*i^fi6 OT-fi. i^SE 

^iffi*3SB3 o-^(DjiifH7=->5^ (2d^m^itmmT-^ 

E2 (El (G) H-U) +S) l;!^"^^/^^/ v'zrfitH2 

^j;i<^iiE^«*^g3 o(^ii55o mmmmtix. 

m^S/5>^bSrmi±5i"SfcJ^coMi^)iZi^fiB^3*«{-Mt- 

[0 111] 5) ^mmts^mms oxix. ixm 

s:-t"^r tir^^^sb. ^(ommmi^i. m^m^^^i^mm 
mmu 3 2 xixmmtf&Mmm 6 0:^^h(O2 »:m^itmiisi 

y^--^K2 (El (G) +U) + S J: 19 »^«as Srtt 

ttii-S ^ <t t> (^:. 2 »:«-^^?!iaSI5 3 1 -e±IE 2 ^fb 
mHik'f—^E2 (El (G) -f-u) -fS(7)2i35:Bt-i-^bSr 

[0 112] -tUT. m^Jg;^^ L?ftS*!!jSS|5 3 2 fi. ± 

meo:fy>hmm^fifz2d:f^^^'imiSL'f—^E2 (ei 

(G) +U) 4-s ir^^>;/i>^^^eH 2 *5J:TJ^ 

[0 1131 6) >'^ig*3SB5 0(C:J3V>T. 

50 ^f^«^l^> ^BE^$g*^B3 0;d:^ibillbtuT#fct^lliEW 



(15) 
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E 2 (E 1 (G) +U) +S i:^>S'v-3.{ttH 2 i:-ie<Z>S 

* t i:m-t^o ^(r)wmm\^ i ^^%isMU 5 2 
±M2l^^^r^tm<^T'—'^'E.2 (ei (o +u) +s 

<^ 1 Wt^^b^r^^LTE 2 (G) +D1 (E2 (U) 
[0 114] 7) ^— !^'^S*Slg7 o(;i*5v>r. 

2 isJc^^^saagp 7 5 ^-^<^^^m. 5ot^hmibtL 

X^fcEZ (G) +D1 (E2 (U) +S) <73tt$B© 2 

<om-to <tor, liT-i@*^L{t^iii^7='-<5'Gwtt, G 

w = G + Dl (U + D2 (S) ) t^Jp^tvSo ri^ 
tt, 'bir»iii«7=-i5'G{c:^Lr i<!fe«^»i^^^git 

[0 1151 t>L. *f^#*fcfi^— Toif^bA^ro^ 
lEJc J: oT ±iB 5 ) ©ilSiciJV ^TiE Lv Lit 
«lliE^4S*ilg3 0-C^IE$^^/rf^^^^i^. -^-f©:: i:;iS1^ 
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